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Abstract:

DDosS attack is a major Internet security problem-
DoS is that lots of clients simultaneously send
service requests to certain server on the internet
such that this server is too busy to provide normal
services for others. Attackers using legitimate
packets and often changing package information,
so that traditional detection methods based on
feature descriptions is difficult to detect it. So, the
paper utilizing the combination of the neural
network and the support vector machine presents
the detection and the classification method for the
DDOS attacks in the telecommunication network.
The performance evaluation using the network
simulator-2 enables to have the enhanced
detection accuracy for the proposed method.
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1. INTRODUCTION

The rapid progress in the telecommunication that
is in the form of the computer networks, the
internet, the telephone network etc. has led to the
evolution of the communication, causing the
network to shift from the wired medium to the
wireless medium. Playing a vital role in the
connecting the entire world the
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telecommunication networks are capable of
storing and conveying a huge set of information in
the form of voice and the text that are sensitive as
well as non-sensitive. The storage and the
communications of the sensitive information’s
make them liable to many cyber-attacks [1]. The
security threats that are keeping on increasing day
by day makes necessary for the armed forces
against the risk that are progressing. One such is
the distributed denial service in short known as
the (DDOQOS). The distributed denial of services
causing the service denial in the host and the
infrastructures of the internet necessitates the
well-established examining and the observing to
detect and neutralize the attacks [2], as they are
continuously changing due to the evolving
network behavior, techniques and the desires of
the attackers. They DDOS are structured to
overrun the targets with the traffic and stop the
correct functioning of the resources in the
network. They manage to stop the proper
functioning of the network by directing thousands
of hosts that are in a bot net to concurrently send
traffic to the target in order to by-pass the
activities of the target and causing complications
in detecting the hosts of the attacks.
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The researches were proceeded to detect these
attacks, where David et al in 2015 proposed a
flow-based entropy to detect the attacks by
enumerating the difference in the flow count of
the entropy at each time calculating its mean to
note down its increase and decreased based on the
verge set. These DDOs attacks are been even
provided as the paid services by the company
named booters, to many other companies
prevailing in the market [3] and further there are
other approaches of distributed attacks that are
masked under the regular traffic, the ANN and the
BGP were developed to detect the known and the
unknown attacks and the application layer attacks
respectively to segregate the corrupt traffic flow
from the genuine one [4]. They paper also
proposes a DDOS detection technique in the
telecommunication network using the machine
learning techniques to elude the hacking of the
sensitive information’s in the form of the text and
the voice.

The remaining paper is arranged with the related
works in the section 2, proposed work in the
section 3 and the results in the section 4 and the
conclusion in the section 5.

2. RELATED WORKS

Obaidat et al [5] the book presents the basics and
the performance validation of the computer and
the telecommunication networks. Padopoulos et al
[6] presents the coordinated suppression caused
by the concurrent attacks with the techniques to
prevent the DDOS applying the watchdog at the
edge networks causing a swift detection and the
neutralizing the attacks and the Nazario, Jose et al
[7] presents the evolution of the distributed
attacks, the mitigation strategies etc. Shields, et al
[8] the paper provides the main aspects of the
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prevailing DDOS and the frame work of the future
attacks. Mansfield et al [9] the author visualizes
the DDOS is developing as a political weapon as
it is becoming more complex and sophisticated
nowadays. David, et al [10] imposes a flow-based
examination and the fast entropy method to detect
the distributed denial of service attacks. Santanna
et al [11], the author presents the mitigation
techniques available in order to identify the
perfect booter to follow to elude the DDOS in
large concerns. Saied, et al [12] employs the ANN
in detecting the unknown and known DDOS
attacks and segregates the genuine traffic from the
corrupt. Zhao et al [13] the application layer-
distributed denial of service with the swift and the
appropriate detection of the attacks. Dousti et al
[14] a border gateway protocol for the purpose of
the reducing the effects of the distributed denial of
service was proffered. Newman et al [15] the
author discusses the DDOS attacks with the short
duration and low volume that are left unnoticed.
Mathews et al [16] the security achieved using the
machine learning is discussed in the paper.

3. PROPOSED WORK

The distributed denial service detection is the
steps in identifying or segregating the attacks
from the traffic that is normal. The most
fundamental goal of the distributed denial of
service is to restrict an access to the service, by
denying the services to the legal users. The
distributed-DOS are of prevailing in variety of
types and are becoming more and more
sophisticated each day. The attacks could not be
prevented by just identifying and blocking a
single IP address as the DDOS commanding
multitude of hosts from different sources to direct
their traffic to the destination. The inspiration
behind these attacks might be due to the

June 2018

Page 15




Volume No:3, Issue No:6 (June-2018) ISSN No : 2455-7595 (Online)

International Journal of Research in
Management Studies

A Peer Reviewed Open Access International Journal

WWWw.ijrms

disagreement in the ideology, to bring down the
market of the competitors, for extorting of money,
and to hack the secrets of the information’s of the
rivals in the market.

These DDOS attacks are classified into three types
as the volume-based attacks, protocol attacks and
the application layer attacks. The table .1 given
below shows the types of the DDOS attacks and
some of the attacks prevailing in the market today.

Table .1 Types of DDOS Attacks.

Prevaling
Types of Description Commaon
Distributed Attacks Attacks i the
Dental of Market
service Tses a high traffic to | 3T Flood
Volume | 4 wn the bandwidth of | UDP Flood
based the network. HTTP Flood
Concentrates on utilizing | PING of Death
Protocol the resources of the server | Smwf Attack
based Fraggle Attack
Slow Lons

Application | they are  the most | NP

based sophisticated serious | Amplfication
types  of attacks that | Advanced
deterierates  the  web | Persistent
applications o3

Zero Day DDOS
attacks.

The types of attacks are categorized based on the
quantity in the traffic and the vulnerabilities that
are exploited. The initial step in avoiding the
Distributed Denial of Service is by detecting the
occurrence. So, the paper aims in developing a
machine learning module for the detecting of the
distributed denial of service attacks.

3.1. METHODOLOGY FOR DDOS
DETECTION
The proposed methodology can be taken as two
strides as the memory module and the learning
module, utilizes the combination of the neural
network and the Support vector machine
(CNSVM) in identifying the distributed DOS in
the telecommunication networks. Initially this all
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begins with the extraction of the information’s
based on the traffic (T), the packet size (Ps), IP
address of the source and the destination (IPsp),
the port address (Poadq) etc. Once the information
are gathered they are analysis and evaluated, by
using this the inbound traffic of the network, the
normal packet size, the IPspand the Pogqq Of the
legal users are extracted, the extracted features are
used in training the CNSVM to classify the
normal from traffic flow from the distributed
denial of service. The fig.1 below shows the flow
of the proposed process in identifying the
distributed denial of the service.

Memory module

Traffic Data - Value |
flow accumulation Evaluation Extraction

Learningmodule

[Classification]—[ Training }

Fig .1 Proposed Flow Diagram
The traffic flow of the network is monitored and
the information regarding the major resources that
are liable of being attacked are accumulated once
accumulated they are evaluated applying the
quadratic entropy to identify the normal and the
abnormalities in the traffic flow, the packet size,
the IP spoofing and the port scan attack. The value
extracted based the evaluation is segregated as the
normal and the abnormal values by comparing
them with the threshold values set. The lower
drop thresholds are sets so as to prevent the
attacks that affecting the services of the network
to its legal users. These above steps are performed
in the memory module the information extracted
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are stored manually by the manager of the
network. The stored information is utilized by the
learning model to training the combined neural
network support vector machine to classify the
normal traffic from the attacks that is based on the
volume, protocols and the application.

3.2. STEPS IN THE DETECTION OF THE
DISTRIBUTED-DOS
This section presents the steps involved in the
proposed methodology in detecting the distributed
denial of services, using the quadratic entropy in
evaluating the data accumulated and the
combination of the neural networks and the
support vector machine in identifying the attacks
in the telecommunication network.

1. The behavior of the traffic (T), and the packet
size (Ps), are accumulated form the traffic that
flows into the network.

2. Thedata accumulated are  evaluated

using the  quadratic entropy
H(B) =

— logX¥nx_, , wherePx = by/n
{ nimal for  concentrated samples
where B is the set of behavior of the traffic,
and bx
0 for identical samples

represents the behavior of the traffic at the
particular instant.

3. The evaluated values are extracted, by
comparing with the threshold set (T Hvatues),
based on the inbound traffic flow and the
packet size and stored manually by the network
manager.

4. The data extracted are used as the training set
for the CNSVM
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5. Based on the training the combined neural
network support vector machine identifies the
abnormalities in the network is determined

using the equationzizl(af‘ai)s(”(' (X |9),
(X 168)) + b, where the a

represents the values of traffic status, m(X; |0)
is the mapping done by the NN, 8 is the vector
containing the weights.

6. Classifies the normal from the abnormal.

7. The training is done on the periodic bases
based on the extracted information that are
stored manually in the network.

The step above enables to identify the distributed
denial of services; the regular training enables to
have an accurate classification of the normal and
the abnormal traffic status leading to enhanced
detection accuracy. The fig.2 shows the combined
neural network and the support vector machine for
the classification of the normal and the abnormal
traffic status.

Inputs

4 mpping by
— [w}—4
' Output
X

¥
4

Fig .2 The Combined Neural Network
Support Vector Machine
The training and the classification algorithm for
the proposed method of the combined neural
network and the support vector machine for the
classification of the distributed denial of service
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for enhancing the detection accuracy is
presented below in the fig. 3

Input | traffic behavior T, P.,IP.; and Pog,,
Output Attack Detection

Start

For all the behavior gathered
//apply quadratic entropy //
Evaluate the information gathered
Extract information

If (T, P, IP;p and Poggq < TH 4y ) then
Normal

Else

Abnormal

Store manually in the network

// training using the CNSVM//
Initialize SVM

Initialize NN

For all the extracted values

begin

Train SVM and the NN

Stop

For the incoming traffic

Begin

Apply CNSVM classifier

Stop

stop

Fig .3 Proposed Algorithm

The algorithm details the steps involved in the
process of the detecting applying the machine
learning techniques. This method of detecting the
distributed denial services applying the machine
learning prevents the network from being
overwhelmed, obvious source attacks, time-out
half connections and the spoofing through the IP
and the Port scan attacks.

4. RESULTS

The evaluation of the proposed combined neural
network and the support vector machine to
enumerate the accuracy of the detection based on
the true positive, false positive, false negative and
the false positive conditions is performed for a
number of traffic flow ranging up to 1000, the
table. 2 below gives the simulation parameters
used.
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Table.2 simulation Parameters

Parameter Value
Packet Type UDPTCP
Window Size 100
Time Window (Traffic Flow
Requisition) 30 seconds
Traffic Flow Upto 1000
Payload None
Packets Size 1024 bytes

The proposed method applied for the
telecommunication ~ network;  ensure  the
enhancement in the detection accuracy thus
reducing the number of attacks that affect the
traffic flow. The fig.4 below shows the average
time taken in the detection of the distributed
denial of service. The performance evaluation of
the SVM, NN and the CNSVM shows that the
proposed method has a reduced detection time
compared to the support vector machine, and
neural network.

60

50

40

30

Average Detectetion Time (sec)

20 T
10
0
10 20 30 40 50
Attack rate
——CNSVM NN SVM

Fig .4 Average Detection Time

The fig .5 below gives the detection percentage of
the proposed method in comparison with the
support vector machine and the neural networks,
the proposed method shows an detection of the
DDOS in terms of improved accuracy, precision,
recall, and f-measure.
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Fig.5.Comparison of DDOS detection
Based on the results shown in fig .5 for the
detection accuracy and the comparison in it with
the other prevailing methods of SVM and NN, the
proposed CNSVM shows an 40% enhanced
detection of the distributed denial service. The
proposed method could be utilized in the
telecommunication network to avoid the service
denial to the legal users caused by the distributed
denial service.

5. CONCLUSION

The paper with the aim of detecting the distributed
denial service in the telecommunication network
proceeds with the accumulation of the information
regarding the behavior of the traffic to have the
knowledge based on the inbound traffic of the
network. the information collected are evaluated
using the quadratic entropy and the abnormal and
the normal are segregated by applying a lower
drop thresholds since this is time consuming to be
performed each time, the machine learning
process combining the SVM and the NN is trained
and used in the classification of the normal and
the abnormal in the further traffic flow that is
directed towards the network , this reduces the
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time in detection and increases the accuracy in
detection , when compared to the classification
using the NN and SVM separately. The additional
abnormal detected are included to the learning
module Dby regular periodic training. The
performance evaluation and the comparison of the
CNSVM and the SVM and the NN shows that the
proposed method has a 40% improved accuracy
than the prevailing methods.
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